
 
 
 
 
 
 
  
 
 
 
 
 
 

RESOURCES AND 
GENERAL SERVICES 

COMMITTEE 
 

Members of the Resources and General Services Committee  
are summoned to attend a Meeting at 7.30pm on 

 

 Wednesday, 11 February 2026 
 

at Loughton Town Council, Council Chamber, 1 Buckingham Court, 
Rectory Lane, Loughton IG10 2QZ  

 
 to transact the business as shown in the agenda. 

 
Mark Squire 
Town Clerk 

5 February 2026 
 

Councillor M Owen (Chairman) 
Councillor R Brookes (Vice Chairman) 

 
Councillors 
Ian Allgood  S Fontenelle N MacKinnon 
S Murray M Stubbings  

 
 

Note to Councillors: 
If you are unable to attend the meeting, 

please phone your apologies to the office on 020 8508 4200.  
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A G E N D A 

 
 

1 Apologies for absence 
 To RECEIVE any apologies for absence. 
 
2 Declarations of Interest 
 Councillors to declare any pecuniary or non-pecuniary interest in any items on the 

agenda. 
 
3 Confirmation of Minutes 
 To CONFIRM the minutes of the meeting held on 14 January 2026. 
 
4 Public Representations 

To hear any representations from members of the public who have registered a request 
to address the Committee in accordance with no 5, Appendix C, of the Standing 
Orders. 
 

5 Town Clerk’s / Chairman’s Report 
To report (for discussion only) on any further significant information / matters that may 
be of interest to Committee members.  
 
Members are reminded that the deadline for setting up their gov.uk email address is 28 
February 26.  There is a requirement under the AGAR and Assertion 10 for Councillors 
and staff to be using a gov.uk email address for all council related business. 

 
6 Annual Town Meeting 

The meeting will be held at 8pm at The Murray Hall, Borders Lane, Loughton IG10 3SB 
on Wednesday 18 March 2026. Community groups who are recipients of the Financial 
Assistance Grants, and the recipients of Citizenship Awards will be invited to the 
meeting.  
 
To receive and NOTE. 
 

7 Financial Assistance Applications 2026/27 
7.1 General Applications 

Due to the high volume of applications received, copies of the grant applications 
for 2026/27 are provided separately in Appendix 1. Members wishing to 
examine the complete set of the supporting papers are asked to contact 
Caroline Carroll, Responsible Financial Officer (RFO) prior to the meeting. Also 
hardcopies of all information received will be available at the meeting itself 
Information about the person making the application is supplied to the Council 
but not reproduced on the agenda for data protection reasons. 
 
The amount available for general applications in the budget for 2026/27 is 
£35,000. To NOTE due to the high volume of applications this year the panel 
meeting is recommending Council not to withhold 10% in case of emergency 
applications during the year. 
 
The Committee is asked to consider and AGREE the applications for 2026/27 
together with the recommendations of the Working Group and confirm the 
amounts to be granted (working under the General Power of Competence).  
See attached report (pages 7 - 8) and Appendix 1. Hardcopies will be available 
at the meeting itself. 
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7.2 Citizens Advice – Epping Forest District 
In 2025/26 the Resources & General Services Committee opted again to 
include a separate budget item for a grant provision to Citizens’ Advice. 

  
The budget for 2026/27 is £8,000. 
Details of this application are also provided in the supplementary agenda. 

 
The Committee is asked to CONFIRM the level of grant to be awarded for 
2026/27, under the General Power of Competence. 
 

Organisation 
 
 

Amount 
Requested 

£ 

Power 

Citizens Advice – Epping Forest District 
 

8,000 General Power of 
Competence 

 
8 Financial Limits 

The Committee is asked to review the financial limits below and decide if they are 
adequate. 
 

Topic Amount 
£ 

Last  
reviewed 

Last  
changed 

Limit of imprest* on no 2 a/c 40,000 Feb 2025 July 2018 

    

Limit of imprest on Security Deposits a/c 3,000 Feb 2025 April 2006 

    

Petty cash imprest 150 Feb 2025 - 

Urgent repair work etc without budgetary 
provision (Financial Regulations (FR) 5.4) 

5,000 Oct 2025 April 2008 

Additional audit work of external auditor  
(FR 6.13 (v) 

1,000 Oct 2025 May 2004 

Tenders to be obtained  
(FR 6.7) 

over 60,000 Oct 2025 May 2004 

3 quotes to be obtained (FR 6.9) 10,000 to 50,000 Oct 2025 May 2004 

3 estimates to be obtained (FR 6.10) 2,000 to 10,000 May 2025 May 2004 

Public Contracts Regulations 2015 apply 
(FR 12.3) 

over £30,000 May 2025 Feb 2016 

Bad debts may be written off by RGS 
Committee  

3,000 Dec 2025 Feb 2014 

Credit card:    

     No 1: Town Clerk 2,000 Feb  2025 May 2024 
 

     No 2: Service Manager Card withdrawn Sep 2024 as not required 
 

* IMPREST - a fund used by a business for small items of expenditure and restored to a fixed 
amount periodically. 
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9 Payments Procedures 
The Committee is asked to review the following list of direct debit payments currently 
made by the Council, noting that all instructions and the direct debit mandates have 
been previously approved by the Council and the mandates authorised by two 
Councillor signatures and CONFIRM that the direct debits can be transferred to Unity 
Bank as previously agreed in RG257. 
 

Name Gross 
Amount 

Frequency Due date Purpose 

Epping Forest District Council £2228.00 Monthly 20th Business rates for Kingsley & 
Murray Halls, RVRG & WRPF 
changing rooms  

Pozitive Water Ltd (previously 
First Business Water)  

Various Monthly End of 
Month 

Water Supply at Cemetery, 
Murray Hall, Kingsley Hall, WR 
Pavilion, WR Allotments 

 
The Comms Guys 
 

Various Monthly 20th of 
Month 

Phones and Broadband at Head 
Office 

NatWest Various Monthly 27th  Credit card purchases (in full, 
monthly) 

Tesco Mobile £28.00 Monthly 23rd  Work Mobile Phones 

British Gas Various Monthly 25th  Electricity Buckingham Court 

Public Works Loan Board   £18,295.62 Half yearly 28th 

Mar/Sept 
Loan repayment Murray Hall (1) 

Public Works Loan Board   £17,849.89 Half yearly 1st 
June/Dec 

Loan repayment Murray Hall (2) 

ICO 
£60.00 Annually Oct Data Protection Annual 

Subscription 

Skyguard Limited 
£77.76 Monthly Various People alarms 

NatWest autopay 
Various Monthly Various BACS payments salaries 

Northgate Vehicle Hire Limited 
£1,118.21 

 

Monthly  Van lease 

 
10 Finance 

10.1 Current Financial Position 
The current financial position to date is attached together with details of the 
funds available from earmarked reserves (see pages 9 – 10). 
A note of the Council’s current bank balances and most recent reconciliations 
as at 31 January 2026 are attached (see pages 11 – 15). 
 

10.2 Accounts Paid 
Payments totalling £194,503.08 as detailed on payment schedules nos. 425-
428 (see pages 16 – 19) have been made since the report to the meeting on 3 
December 2025. Schedules and accompanying invoices are available at the 
Council offices for inspection. 
 
For information, details of all Council payments in excess of £500 are provided 
on the Council’s website under the ‘Finance and Transparency Schedule of 
Payments’ section. 
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11 Strategy & Staff Group (SSG) meeting  
The Town Clerk has given early notice of his intention to retire in June this year. As 
such an SSG meeting has been called for the evening of Monday 9 February 2026, 
primarily to review the recruitment process for his replacement and any other relevant 
staffing matters.  
 
To receive and note.  

 
12 Training 

12.1  Understanding  the 2025 SAPPP – Practitioners Guide & Assertion 10 
Compliance   
All Town Council Members have been offered three different courses, venues, 
face to face / zoom training sessions to gain a better understanding of these 
requirements and are attending accordingly throughout this February 2026. See 
example course schedule attached page 20.    
 

12.2  CouncilWise Training & Support    
There is now an alternative entity providing training courses for Councils, 
Councillors, Clerks and Council staff. See CouncilWise introduction letter and 
subscription letter, pages 21 – 23. The full training programme is available upon 
request (and has been previously circulated). The pricing of these courses is 
competitive, but it is debatable whether the subscription charges per annum for 
larger Town Councils of £500 is cost effective given current budget levels.    
 
The Town Clerk will provide further background information. 
 
Members to review.  
 

12.3  Other training    

• The Services Manager has been booked on a CouncilWise ‘Basic Tree 
Survey & Inspection Course’ taking place on Wednesday 4 March 2026 
at Great Dunmow. 

• The Office Administrator has been booked on a CouncilWise online 
‘Introduction to cemetery management for parish and town clerks’ 
(beginner level) on 4 of March 2026. 
 

To receive and note.  
 
13 Domain Name Ownership and Security – Govt UK e-mail addresses  

• The office staff already have ‘gov.uk domain’ e-mail addresses. 

• Similarly ‘outside staff’ and caretakers have now been allocated ‘gov.uk 
domain’ e-mail addresses. 

• The majority of our Town Councillors already had ‘gov.uk domain’ e-mail 
addresses. The remaining few councillors have now been allocated 
‘gov.uk domain’ e-mail addresses. 

   
To receive and note.  

 
14 NatWest Loughton Branch Closure 

The NatWest Loughton branch is closing on 18 May 2026. The nearest NatWest 
Branch will then be Epping. This has little effect on our day to day banking but makes 
matters slightly more cumbersome when paying in cash.  
 
To receive and note. 
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15 Internal Auditor – Interim Internal Audit Report 
 To receive the interim audit report from the internal auditors Heelis & Lodge dated 14 

January 2026 (see pages 24 – 31).  To enable the closure of 2025/26 year end 
accounts, the following dates have been diarised:- 

• Year-end accounts closedown with RBS Omega – 20 April 26 

• Final Internal Audit – 8 May 26 

• Submission of accounts to Town Council – 20 May 26 

• Submission of AGAR to PKF – by 1 July 26 
 

To receive and note. 
 

16 Policies Review 
16.1  IT Acceptable Use Policy  

Members to review and approve this new policy. 
(See pages 32 – 36) 
 

16.2  Lap Top Policy  
Members to review and approve this policy.  
(See pages 37 – 39) 

 
16.3 Data Privacy Notice  

  Members to review and approve this notice. 
(See pages 40 – 41) 

 
16.4 Data Protection Policy   

  Members to review and approve this policy.  
 (See pages 42 – 43) 

 
16.5 Website Accessibility Statement 

  Members to review and approve this statement. 
(See pages 44 – 47) 

 
17 Governance and Accountability 

 Members are encouraged to refer to the following publication “Joint Panel on 
Accountability and Governance Practitioners’ Guide (2025)”, which provides advice on 
the accounting practices to be followed and sets out the appropriate standard of 
financial reporting to be followed.  An electronic version may be downloaded at 

Practitioners-Guide-2025.pdf 
 
 Alternatively, members may request a paper copy from the Council Office. 
 
Members, please note, that the following reports are for Loughton Town Council’s  
financial year 2025/2026. i.e. current year.   
17.1 Internal Audit – Last Approved April 2025  

17.1.1 Review of the Effectiveness of the System of Internal Audit 
      * See attached report (see pages 48 – 49). 
 
 Members to review and approve each section in turn.  

 
17.1.2 Review of the Effectiveness of the System of Internal Control – last 

approved April 2025 
      * See attached report (see pages 50 – 51). 
 
  Members to review and approve each section in turn. 

  

https://loughtontc-my.sharepoint.com/:b:/g/personal/caroline_carroll_loughton-tc_gov_uk/IQClaLVnlFgwRolATfUu5SGxAdGR6ukde9ZvY7XifSloatM?e=Id4aqB
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18 Risk Assessment and Management  
 See attached report (see pages 52 – 64). 
  
 Members to review and approve each section individually  
  
19 Insurance – Annual Review 

The Committee agreed to renew the Council insurance with Zurich for a 3 year term at 
the Committee meeting of 12 February 2025.  The latest invoice for the current 
insurance period is expected imminently and will be reported at the next Resources and 
General Services Committee meeting.  

  
To receive and note.   
 

20 Fixed Asset Register  
 Members to review the current Fixed Assets Register (see pages 65 - 68) 
  

To receive and note.   
 

21 Citizens Awards 
The Town Mayor, Chairman of Resources and General Services (R&GS) Committee, 
Deputy Chair of R&GS and the Town Clerk, will be meeting soonest to review 
applications received. 

 
 To receive and note. 
 
22       Establishing a Town Partnership  

The Town Clerk will provide an oral update following the community meeting at Lopping 
Hall on 5 February 2026. 

 
 To receive and note. 
 
23 Lamp Light of Peace in Remembrance   

See attached report (pages 69 – 70). Members to review and decide whether they wish 
to participate in the scheme and buy one or more at a cost of £55 each.  

  
 
 
 
Mark Squire 
TOWN CLERK 
5 February 2026  
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Agenda Item 7 
Financial Assistance Awards  
 
As previously agreed, a Working Group of three Councillors and the previous year’s Town 
Mayor, met with the RFO on 26 January 2026 to consider the applications in detail and prepare 
recommendations for consideration by this Committee. 
 
The Working party consisted of Cllrs Brookes; Murray; Owen and Valentine. 
 
In line with Council policy, at least ten per cent of the general grant budget would not be 
allocated as this is held back for emergency applications during the year.  
 
Declarations of Interest – Cllr Murray declared non-pecuniary interest for 3Food4U, Christian 
Drama Resource Centre, Epping Foodbank, Forest Creative Writers, Globetrotters Explorers 
Scouts, Loughton Community First Responders, Loughton Methodist Church, Loughton 
Voluntary Care, Open Door Friendship Group, Restore Community GROW, Restore Oakwood 
Hill, Restore Noah’s Ark, Roding Valley High School, Roding Valley Junior Park Run, Roding 
Valley Park Run, South Loughton Cricket Club, SPARK, St. Mary’s Church.  Cllr Brookes 
declared non-pecuniary interest for Christian Drama Resource Centre, Epping Foodbank, 
Forest Creative Writers, Loughton Methodist Church.  
 
Judging criteria – the following principles were used in preparing these recommendations: 
 
• How well the project met the needs of the local community and provided a positive benefit  
  to a significant number of Loughton residents. 
• How effectively the group would use the grant. 
• Whether the costs were appropriate and realistic. 
• What level of contributions had been, or would be, raised locally? 
• Whether the organisation or group should reasonably have been expected to obtain  
  sufficient funding from another, perhaps more appropriate source. 
• How the organisation or group was managed, as indicated by its constitution. 
• For larger projects, was the proposal sustainable in the long term. 
 
The table on the following page shows the details of the grants applied for presented to the  
Working Group.  
 
The provisional amounts recommended by the Working Group will be provided prior to the  
meeting. 
 
Please note, these are only provisional amounts, and the Committee is asked to review them. 
 
Members’ attention is also drawn to: 
 

(1) guidance issued by NALC regarding the 1984 Local Government Act which prohibits 
councils’ involvement in ‘property relating to the affairs of the church’, e.g. the 
maintenance or improvement of the buildings or land or contributing to the costs. There 
is an absence of case law, which may have clarified whether later legislation overrides 
this 1984 specific provision. The Council should therefore, when considering a grant to 
a church, decide whether this is a prudent course of action. 
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Agenda item 7.1  
 

FINANCIAL ASSISTANCE APPLICATIONS 2026/27 
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Agenda item 10 
10.1 Current Financial Position  

 
Loughton Town Council 

Summary Income & Expenditure by Budget Heading 
 

Month No: 10  Resources and General Services Committee Report 
 

   



Resources and General Services Committee 11 February 2026 
___________________________________________________________________________ 

 

10 
 

Agenda item 10 
10.1 Current Financial Position /…continued 
 
 
Earmarked Reserves for 2025/2026:  
 
A summary of the Committee’s reserves showing the amounts available from reserves in this 
current financial year as at 31 January 2026 is provided below: 
 
 

Resources and General Services Committee 
 

Elections 10,000 

Total 10,000 
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Agenda item 10 
10.1 Current Financial Position – Current bank balances & reconciliations /…continued     
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Agenda item 10 
10.1 Current Financial Position /…continued 
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 Agenda item 10 
10.1 – Current Financial Position /…continued 
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Agenda item 10 
10.1 – Current Financial Position /…continued 
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Agenda item 10 
10.1 – Current Financial Position /…continued 
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Agenda item 10.2 
Accounts Paid 
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Agenda item 10.2 /…continued 
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Agenda item 10.2 /… continued 
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Agenda item 10.2 /… continued 
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Agenda item 12 
12.1  Understanding  the 2025 SAPPP – Practitioners Guide & Assertion 10 

Compliance   
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Agenda item 12 
12.1  CouncilWise Training & Support 
 

1/12/25 

Dear Clerks, Chairs, Councillors & Officers                          

We hope this email finds you all well. 

We are delighted to announce the launch of CouncilWise Training & Support, a new 
company dedicated to delivering high-quality and innovative training and ongoing support to 
parish and town councils, their staff, and members. 

From 1st January 2026, councils will be able to gain access to: 

• A wide range of training opportunities 
• Ongoing support and resources 
• Guidance to strengthen governance and foster effective collaboration across the whole 

council 
• From the 1st April 2026 Councils will be able to subscribe to additional benefits 

Who are CouncilWise Training & Support? 

CouncilWise has been founded by Ann Wood and Pearl Willcox, who together bring nearly 
50 years of experience in this unique sector. Their combined knowledge, professionalism, and 
passion underpin everything CouncilWise offers, ensuring collaborative working and best 
practice across councils. 

Our Training Offer 

Training will be delivered by specialist trainers and qualified tutors from within the sector, each 
bringing a wealth of expertise and knowledge. Working with trusted providers, we will offer 
innovative courses that keep pace with the fast-evolving needs of parish and town councils. 

• Face-to-Face Training at our central location: 42B High Street, Great Dunow, CM6 
1AH 

• Flexible online courses via Zoom 
• Saturday and Evening options for those with full-time commitments 

Our training programme begins in January 2026, with additional courses being added 
throughout the year. 

Beyond Training – Ongoing Support 

We believe training is just the first step. CouncilWise will provide continued support to help 
Clerks, Chairs, and Councillors to put their learning into practice with confidence. 

We also understand the challenges of the Clerk role. To support networking and peer learning, 
we will host Clerk & Councillor Networking Coffee Mornings, creating a friendly space to 
share experiences, knowledge & support. 

CouncilWise is here to help councils build skills, confidence, and strong governance 
practices—ensuring lawful, effective operations and making a real impact in your communities. 
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Attached, you’ll find our training programme for 2026, along with details of services, 
subscriptions, and benefits for 2026–2027. 

Please don’t hesitate to contact us with any questions. We look forward to working with you 
and your councils in 2026 & the future. 

Warmest Regards 

 Pearl Willcox, 
CiLCA                                                                                                                                           
Ann Wood, LL.B, Cert HE, DMS, PIALC    

Director of Training   

Director of Support & Finance 

 T   01371 829148 

E   pearlwillcox@councilwise.co.uk   

E   annwood@councilwise.co.uk    

E   enquiries@councilwise.co.uk 

A  CouncilWise Training & Support, 42B High Street, Great Dunmow, Essex CM6 1AH 

W  www.councilwise.co.uk 

Our working hours are 9.00am to 5.00pm Monday to Thursday 

  

mailto:pearlwillcox@councilwise.co.uk
mailto:annwood@councilwise.co.uk
mailto:enquiries@councilwise.co.uk
http://www.councilwise.co.uk/
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Agenda item 12 
12.1  CouncilWise Training & Support / … continued 
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Agenda item 15 
Internal Auditor – interim Internal Audit Report 
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Agenda item 15 continued 
Internal Auditor – interim Internal Audit Report 
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Agenda item 15 continued 
Internal Auditor – interim Internal Audit Report 
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Agenda item 15 continued 
Internal Auditor – interim Internal Audit Report 
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Agenda item 15 continued 
Internal Auditor – interim Internal Audit Report 
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Agenda item 15 continued 
Internal Auditor – interim Internal Audit Report 
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Agenda item 15 continued 
Internal Auditor – interim Internal Audit Report 
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Agenda item 15 continued 
Internal Auditor – interim Internal Audit Report 
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Agenda item 16 – Policies Review 
16.1 IT Acceptable Use Policy 
 

 

 
 

 
 
 

 
IT ACCEPTABLE USE POLICY 

 
 

Adopted by Loughton Town Council 
at its meeting on 25 February 2026  

(Reviewed and recommended at the Resources & General Services 
Committee meeting on 11 February 2026.  Next Review date Jan 2027)  
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Introduction  
Loughton Town Council recognises the importance of effective and secure information 
technology (IT) and email usage in supporting its business, operations, and communications.  
The Council works with IT providers that are appropriate for local government public service 
compliance. This policy is intended to provide guidance and criteria for Councillors and staff to 
outline responsibilities for the appropriate use of IT resources and email by council members, 
employees, volunteers, and contractors. 
 
This policy applies to all individuals who use Loughton Town Council’s IT resources, including 
computers, networks, software, devices, data, and email accounts.  
 
Purpose of this Policy 
 
The purpose of an IT policy is to establish clear parameters for how councillors, staff, and other 
authorised users use council-provided technology or equipment in the course of their duties.  
 
A well-defined policy helps to:  

 
• Set expectations for appropriate use of equipment and systems; 
• Raise awareness of risks associated with IT use; 
• Safeguard the council’s data and digital assets; 
• Clarify what constitutes acceptable and unacceptable use; 
• Outline the consequences of policy breaches. 

 
Scope of this policy 
 
This policy applies to all councillors, staff, and other authorised users, regardless of their 
working location or pattern, including those who are home-based, office-based, or work on a 
flexible or part-time basis. It sets out the expectations for the appropriate use of IT equipment 
and systems provided by the council. 
 
1. Computer use   
 
1.1 Council computer equipment is provided for council purposes only. Any personal use of our 
computers and systems should not interrupt our daily council work in any way. Councillors, 
staff, and other authorised users are asked to restrict any personal use to official lunch breaks 
or before or after working hours.  
 
1.2 Computer and electronic hardware should be kept clean, and every precaution taken to 
prevent food and drink being dropped or spilled onto it.  
 
1.3 Equipment should not be dismantled or reassembled without seeking advice.  
 
1.4 Councillors, staff, and other authorised are not to purchase any computer or mobile 
equipment (including software). Unless previously authorised.  
 
1.5 Personal disks, USB stick, CDs, DVDs, data storage devices etc cannot be used on council 
computers without the prior approval of the Council.  
 
1.6 Any faults or necessary repairs must be reported to the necessary IT /website provider and 
Clerk. 
2. Emails 
2.1 Councillors are provided with a Loughton Town Council email address – 

name@loughton-tc.gov.uk and all Town Council correspondence should be managed 

mailto:name@loughton-tc.gov.uk
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from this address.  Councillors should not use their personal email for Council business.  
It will be a requirement under Assertion 10 in the next AGAR submission for the Council 
to be using gov.uk email address for all Councillors and staff.  

 
2.2 Staff are encouraged to be cautious with attachments and links to avoid phishing and 

malware. Verify the source before opening any attachments or clicking on links. Under 
no circumstances should council business emails be forwarded on to a personal email 
account held by an officer or councillor outside of the Loughton Town Council account 
network. This can compromise the Council and breach Data protection regulations.  

 
2.3 A wrongly delivered message must be rectified immediately and any confidential 

information must not be disclosed.   
 
2.4 Loughton Town Council reserves the right to monitor email communications to ensure 

compliance with this policy and relevant laws. Monitoring will be conducted in accordance 
with the Data Protection Act and GDPR.  

 
2.5 All emails sent on Loughton Town Council email are subject to Freedom of Information 

disclosure requests. 
 

2.6 Sending offensive emails, such as racist or sexist will never be tolerated and may be 
subject to report under the Code of Conduct to the Monitoring Officer.  

 
2.7 The Town Council reserves the right to intercept, monitor and view all data sent 

electronically by you whether internally or externally.    
 
2.8 Emails should be retained and archived in accordance with legal and regulatory 

requirements. Regularly review and delete unnecessary emails to maintain an organised 
inbox.  

 
2.9 For office staff, limited personal use is permitted, provided it does not interfere with work 

responsibilities or violate any part of this policy.  
 
 
3 Software 
 
3.1 Where possible, authorised devices, software, and applications will be provided by Loughton 

Town Council for work-related tasks. 
 

3.2 Unauthorised installation of software on authorised devices, including personal software, is 
strictly prohibited due to security concerns. Loughton Town Council IT resources and email 
accounts are to be used for official council-related activities and tasks.  

 
3.3 All users must adhere to ethical standards, respect copyright and intellectual property rights, 

and avoid accessing inappropriate or offensive content.  
 

3.4 Viruses and other malicious software (typically introduced through email or infected files) 
are a significant threat to computer security therefore every precaution must be taken when 
using email and downloading software. 

 
3.5 You must notify the Town Clerk and IT support if your virus protection software notifies you 

that a virus has been found. 
 

3.6 You must notify the Town Clerk and IT support if you are in receipt of a suspicious email.  
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4 Data management and security 
 
4.1 All sensitive and confidential Loughton Town Council data should be stored and transmitted 

securely using approved methods.  
 

4.2 Regular data backups should be performed to prevent data loss, and secure data 
destruction methods should be used when necessary.  

 
4.3 You must adhere to the Town Council’s password regulations.  You must never provide 

inappropriate access to the Town Council / passwords to any other individual. 
 

4.4 You are responsible for the security of your allocated device, and this must not be used by 
any unauthorised person. 

 
4.5 The device will be for Loughton Town Councils purposes only, do note set up your personal 

email address or any other email accounts on the allocated device. 
 

4.6 Do not link up or download or access personal third-party apps or services, including on-
demand TV and other media streaming services.  

 
4.7 Loughton Town Council users are responsible for maintaining the security of their accounts 

and passwords. Passwords should be strong and not shared with others. Regular password 
changes are encouraged to enhance security.  

 
4.8 All suspected security breaches or incidents should be reported immediately to the 

designated IT point of contact for investigation and resolution. Report any email related 
security incidents or breaches to the IT administrator immediately.  

 
5. Use of social media  
 
5.1 Social media includes blogs; Wikipedia and other similar sites where text can be posted; 

multimedia or user generated media sites (YouTube); social networking sites (such as 
Facebook, LinkedIn, X (formerly known as Twitter), Instagram, TikTok, etc.); virtual worlds 
(Second Life); text messaging and mobile device communications and more traditional 
forms of media such as TV and newspapers. Care should be taken when using social media 
at any time, either using council systems or at home.  

 
5.2 Personal use of social networking/media are not permitted during working hours and should 

be restricted to breaks during working hours, or after hours with permission. 
 

5.3 The council recognises the importance of councillors, staff, and other authorised users 
joining in and helping to shape sector conversation and enhancing its image through 
blogging and interaction in social media. Therefore, where it is relevant to use social 
networking sites as part of the individual’s position, this is acceptable.  

 
However, inappropriate comments and postings can adversely affect the reputation of the 
council, even if it is not directly referenced. If comments or photographs could reasonably 
be interpreted as being associated with the council, or if remarks about external 
stakeholders could be regarded as abusive, humiliating, sexual harassment, discriminatory 
or derogatory, or could constitute bullying or harassment, the council will treat this as a 
serious disciplinary offence. Councillors, staff, and other authorised users should be aware 
that parishioners or other local organisations may read councillors, staff, and other 
authorised users' personal weblogs, to acquire information, for example, about their work, 
internal council business, and employee morale. Therefore, even if the council is not 
named, care should be taken with any views expressed. 
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6. General  
 
6.1 Mobile devices and tablets provided by Loughton Town Council should be secured with 

passcodes and/or biometric authentication. When working remotely, users should follow the 
same security practices as if they were in the office. Please refer to the Laptop Policy for 
more details.  
 

6.2 Loughton Town Council will provide regular training and resources to educate users about 
IT security best practices, privacy concerns, and technology updates. All employees and 
councillors will receive regular training on email security and best practices.  

 
6.3 Breach of this IT and Email Policy may result in the suspension of IT privileges and further 

consequences as deemed appropriate.  
 

6.4 This policy will be reviewed annually to ensure its relevance and effectiveness. Updates 
may be made to address emerging technology trends and security measures.  

 
6.5 For IT-related enquiries or assistance, users can contact Mark Webster (Docendo Limited).  

 
6.6 All staff and councillors are responsible for the safety and security of Loughton Town 

Council’s IT and email systems.  
 

6.7 By adhering to this IT and Email Policy, Loughton Town Council aims to create a secure 
and efficient IT environment that supports its mission and goals.  

 
6.8 Loughton Town Council must ensure their website complies with the Web Content 

Accessibility Guidelines (WCAG) 2.2 AA standards/.  The Council must have a WCAG 2.2 
AA rated compliant website, website accessibility statement and accessible documents and 
a process to regular monitor and review the website.   

 
6.9 This policy should be read in conjunction with Loughton Town Council’s’ ‘Lap Top Policy’ 

agreed at the Resources and General Services Committee 21 April 2021 and reviewed at 
the Resources & General Services Committee meeting of 11 February 2026.  

 
CC/MS 4.2.26 
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Agenda item 16 – Policies Review 
16.2 Lap Top Policy 
 
It is important for employees to have the right equipment and technology needed to work from 
home effectively. This can also help avoid extra stress. 
 
Laptops issued by LTC are to be used purely for LTC business purposes. 
 
To ensure proper management, usage and security of the laptops issued to LTC officers, 
laptops will be allocated to users based upon job responsibilities and need of a laptop to 
continue to work from home.  Officers issued with a LTC laptop will also be issued with a 
Laptop Policy Acceptance form to sign. 
 
 
 
Draft Policy 
 

 
 
 

LAPTOP POLICY 
 

 
General Rules and Acceptable Usage 

• Power off the laptop whenever it is not in use.  

• Do not carry the laptop in suspend or hibernation mode.  

• Use a laptop cable system and plug into mains electricity whenever possible.  

• LTC laptops are to be used purely for LTC business purposes and not for personal use. 

• Personal use of the laptop, equipment and accessories is prohibited. 

• Make sure that your hands are clean before using the laptop.  

• Do not place drinks or food in close proximity to the laptop. 

• Extreme temperatures can damage a laptop.  Do not leave a laptop close to a radiator. 

• Treat the laptop belonging to LTC with respect and reasonable care and report any 
faults or breakages immediately to the Town Clerk/Assistant Clerk. 

• Viruses and other malicious code: You should be aware of the potential damage that 
can be caused by computer viruses and other malicious code. You must not use, 
introduce or operate any hardware, programmes or data (including computer games) or 
open suspicious emails without permission from the Town Clerk / Assistant Clerk / 
external IT consultant. 

• Unsuitable material: Viewing, retrieving, or downloading of pornographic, terrorist or 
extremist material, or any other material which LTC believes is unsuitable is strictly 
prohibited and constitutes gross misconduct. 

• Status: Emails should be treated in the same way as any other form of written 
communication. Anything that is written in an email is treated in the same way as any 
form of writing. You should not include anything in an email which is not appropriate to 
be published generally. 

• Inappropriate use: Any email message which is abusive, discriminatory on grounds of 
sex, marital or civil partnership status, age, race, disability, sexual orientation or 
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religious belief (or otherwise contrary to our equal opportunities policy), or defamatory 
is not permitted. Use of the email system in this way constitutes gross misconduct. 

• All correspondence by email should contain the LTC disclaimer. 

• Data protection disclosures:  Subject to a number of limited exceptions, potentially all 
information about an individual may be disclosed should that individual make a subject 
access request under data protection legislation about the individual will usually be 
disclosable).  Staff must be aware that anything they put in an email is potentially 
disclosable. 

Security Rules  
It is your responsibility to take appropriate precautions to prevent damage to or 
loss/theft of the Laptop.   You are responsible for the security of all IT equipment provided for 
your use.  

• Laptops should be locked away securely at the end of the working day. They must not 
be left on view or unattended in vehicles.  

• Your password should be kept secure and not be disclosed to anyone else. 

• Passwords: Passwords should be long and difficult to guess. However do not choose a 
password which is so complex that it is difficult to remember without writing it down. 

• Never store passwords with your laptop or in its carrying case. 

• Other forms of user authentication should be kept separate from your laptop at all 
times.  

• Log off or lock the laptop computer whenever it is left unattended to prevent 
inappropriate access by others.  

• Only keep information relevant to your role on our behalf on lap-tops or PCs provided 
by LTC. 

• You must take great care to comply with LTC policies and procedures when utilising 
email or accessing the internet.  

• You must not compromise LTC information security by inappropriately processing data 
electronically.  

• You must always operate according to LTC standards. 

• You are responsible for maintaining monthly backup files of their Laptop as an added 
precaution against data loss unless you are using it remotely from your desktop. 

 
Confidentiality 
Where requested, you must delete, destroy, remove or erase confidential information 
contained in documents, electronic storage media/devices, disks etc. This applies to all 
material in your possession or under your control, irrespective of its location. 
   
You must return to LTC when requested, and in any event when your employment ends, all 
LTC documents and equipment. This includes information belonging to LTC which you may 
have stored on portable or external electronic media locations.   
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LAPTOP POLICY ACCEPTANCE FORM 
 
 
I understand that all laptop computers, equipment and accessories that Loughton Town 
Council has provided me are the property of Loughton Town Council.  
 
I agree with and will adhere to all the rules and guidelines.  
 
I understand that I am financially responsible for any damage to or loss of the laptop computer, 
equipment, and accessories in the event I do not follow these rules. 
 
In case of damage or loss I will replace or pay the full cost of replacement of the damaged or 
lost equipment with equipment of equal value and functionality subject to the approval of 
Loughton Town Council.  
 
I will not install any additional software or change the configuration of the equipment in the 
anyway.  I will not allow any other individuals to use the laptop issued to me and/or the related 
equipment and accessories that have been provided to me by Loughton Town Council. 
 
I agree to return the laptop and accessories in my possession immediately upon termination or 
in the alternative; Loughton Town Council may withhold the replacement cost of the 
laptop/accessories from last month’s salary.  
 
I will report damage or suspected problems immediately to Loughton Town Council, via the 
Town Clerk/Assistant Clerk. I will not use the laptop/accessories for personal use. 
 
I understand breach of the terms and conditions set out in the policy will result in the restriction 
and/or termination of my use of Loughton Town Council’s laptop computers, equipment, and 
accessories.  Failure to comply will constitute a disciplinary offence and will be dealt with under 
LTC’s own disciplinary procedures, including potential termination of employment and/or other 
legal action.  
 
 
Agreed to this  _________ day of ________________ 2026  
 
 
Signed _______________________________________________________  
 
 
Name ________________________________________________________ 
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Agenda item 16 – Policies Review 
16.3 Data Privacy Notice 
 

 
 
 
 
 
 
 
 

Data Privacy Notice 
Adopted April 2018 

To be reviewed at the RGS meeting Feb 2026 

 
 

When you contact us 
The information you provide (personal information such as name, address, email address, phone 
number, organisation) will be processed and stored to enable us to contact you and respond to 
your correspondence, provide information and/or access our facilities and services. Your 
personal information will be not shared or provided to any other third party. 
 
The Council’s Right to Process Information  
The processing of personal data comes under the 1998 Data protection Act soon to be 
superseded on 25 May 2018 by the General Data Protection Regulations (GDPR)  
 
Processing is with  

• the consent of the data subject; or 

• necessary for compliance with a legal obligation or 

• for the performance of a task carried out in the public interest or in the exercise of official 
authority vested in the controller (Loughton Town Council). 

 
Loughton Town Council does not use any form of automated decision making for the profiling of 
individual personal data. 
 
Information Security 
The Town Council has a duty to ensure the security of personal data.  We make sure that your 
information is protected from unauthorised access, loss, manipulation, falsification, destruction 
or unauthorised disclosure.  This is done through appropriate technical measures and 
appropriate policies.  
 
We will only keep your data for the purpose for which it was collected and only for as long as is 
necessary.   
 
Children 
We will not process any data relating to a child (under 13) without the express parental/ guardian 
consent of the child concerned.  
 
Your Rights 

• You have the right to request access to the information we have on you.   

• If you believe that the information we have about you is incorrect, you may contact us so 
that we can update it and keep your data accurate.  
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• If you wish Loughton Town Council to delete the information we hold about you please 
contact us. 

• If you believe that your data is not being processed for the purpose it has been collected 
for, you may object:  
 

You can do all of this by contacting our Data Information Officer: Kim Lumb, Deputy Town Clerk 
- Contact Details below. 

 
Conclusion 
In accordance with the law, we only collect a limited amount of information about you that is 
necessary for correspondence, information and service provision.  We do not use profiling, we 
do not sell or pass your data to third parties.  We do not use your data for purposes other than 
those specified.  We make sure your data is stored securely.  We delete all information deemed 
to be no longer necessary.  We constantly review our privacy policies to keep it up to date in 
protecting your data.  
 
Complaints 
If you have any queries or complaints regarding the way your personal data has been processed, 
please contact in the first instance Caroline Carroll Responsible Financial Officer - contact details 
below. You can contact the Information Commissioners Office, Wycliffe House, Water lane, 
Wilmslow, Cheshire. SK4 5AF or email: casework@ico.org.uk Tel: 0303 123 1113 
 
 
 
 
 
Loughton Town Council 
1 Buckingham Court 
Rectory Lane, Loughton, Essex IG10 2QZ 
Tel: 020 8508 4200  
Email: Contact@loughton-tc.gov.uk 
 
 
 
 
 
  

mailto:casework@ico.org.uk
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Agenda item 16 – Policies Review 
16.4 Data Protection Policy 
 
 
 
 
 
 
 
 
 
 
 
DATA PROTECTION – STATEMENT OF POLICY 
 
In order to operate efficiently, the Town Council has to collect and use information about 
people with whom it works, its staff and councillors and members of the public.  The data will 
include:  

1. personal information necessary for the administration of the following services:  
o Allotments 
o Cemetery 
o Recreation grounds and sports facilities 
o Hall hire 

2. Correspondence sent to the Council via email, telephone or letter;  
3. Employees’ details and those of councillors; and  
4. Suppliers and contractors.  

NB:  This list is by no means exhaustive.  
 
Personal data may be processed on the basis that such processing is necessary for the 
performance of tasks carried out by a public authority acting in the public interest, out of 
contractual necessity or on a lawful basis.  
The principles of the GDPR require that personal data:  

a. must be processed lawfully, fairly and transparently. 
b. be only used for a specific processing purpose that the data subject has been 

made aware of and no other, without further consent. 
c. should be adequate, relevant and limited i.e. only the minimum amount of data 

should be kept for specific processing. 
d. must be accurate and where necessary kept up to date. 
e. should not be stored for longer than is necessary, and that storage is safe and 

secure. 
f. should be processed in a manner that ensures appropriate security and 

protection. 
 
Any personal information held by the Council will only be used for the specific purposes for 
which it has been provided and will not be disclosed to any other third party unless permitted or 
obligated to do so by law.  
 
Handling of personal/sensitive information  
The Town Council will, through appropriate management and the use of criteria and controls:-  

• observe fully conditions regarding the fair collection and use of personal information;  

• meet its legal obligations to specify the purpose for which information is used;  

• collect and process appropriate information and only to the extent that it is needed to 
fulfil operational needs or to comply with any legal requirements;  

• ensure the quality of information used and where necessary kept up to date;  

• apply checks to determine the length of time information is held;  
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• take appropriate measures to safeguard personal information;  

• ensure that the rights of people about whom the information is held can be fully 
exercised under the Act / Regulations. These include:  

a. The right to be informed that processing is being undertaken;  
b. The right of access to one’s personal information within one month.  No 

fee will be charged, although a ‘reasonable’ fee may be charged for 
repetitive, manifestly unfounded or excessive requests or further copies; 
and 

c. The right to correct, rectify, block or erase information regarded as 
wrong information.  

 
Notification to the Information Commissioner / Data Protection Officer  
Currently the Information Commissioner maintains a public register of data controllers.  
The Data Protection Act 2018 requires every data controller who is processing personal data, 
to notify and renew their notification, on an annual basis.  Failure to do so is a criminal offence.  
 
As a public authority, Loughton Town Council is required under the General Data Protection 
Regulations to appoint a Data Protection Officer, details of whom will be published once 
known.   
 
Further information about the General Data Protection Regulations, your rights and the 
Council’s obligations can be found on the ICO website: https://ico.org.uk/ 
 
For the purposes of the Data Protection Act 2018 (DPA) and the General Data Protection 
Regulations (GDPR), the data controller is Loughton Town Council.   The Council’s current 
registration number is PZ1870535. 
 
 
 
Reviewed by Resources & General Services Committee on 27 June 2023.  Next Review 
February 2026. 
 
  

https://ico.org.uk/
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Agenda item 16 – Policies Review 
16.5 Website Accessibility Statement 
 
 
 
 
 
 
 
 
 
 
 

Accessibility statement for Loughton Town 
Council 

This website is run by Loughton Town Council and Vision ICT.  We want as many 
people as possible to be able to use this website. For example, that means you should 
be able to: 

• change colours, contrast levels and fonts 

• zoom in up to 500% without the text spilling off the screen 

• navigate most of the website using just a keyboard 

• navigate most of the website using speech recognition software 

• listen to most of the website using a screen reader (including the most recent 
versions of JAWS, NVDA and VoiceOver) 

We have also made the website text as simple as possible to understand. 

AbilityNet has advice on making your device easier to use if you have a disability. 

How accessible this website is 

We know some parts of this website are not fully accessible: 

• you cannot modify the line height or spacing of text 

• most older PDF documents are not fully accessible to screen reader software 

• some of our online forms are difficult to navigate using just a keyboard 

• you cannot skip to the main content when using a screen reader 

• there’s a limit to how far you can magnify the map on our ‘contact us’ page which is 
provided by a third party (Google). 

Feedback and contact information 

If you need information on this website, please contact contact@loughton-tc.gov.uk 
020 8508 4200  

https://mcmw.abilitynet.org.uk/
mailto:contact@loughton-tc.gov.uk
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Loughton Town Council, 1 Buckingham Court, Rectory Lane, Loughton, IG10 2QZ 

• Facebook.com/loughtontc  

We will consider your request and get back to you as soon as possible. 

If you cannot view the map on our ‘contact us’ page http://www.loughton-
tc.gov.uk/Contact_2604.aspx, call or email us for directions. 

Reporting accessibility problems with this website 

We are always looking to improve the accessibility of this website. If you find any 
problems not listed on this page or think we’re not meeting accessibility requirements, 
contact: Debra Paris on 020 8508 4200 or email contact@loughton-tc.gov.uk  

Enforcement procedure 
The Equality and Human Rights Commission (EHRC) is responsible for enforcing the 
Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility 
Regulations 2018 (the ‘accessibility regulations’). If you’re not happy with how we 
respond to your complaint, contact the Equality Advisory and Support Service (EASS). 

Technical information about this website’s 
accessibility 

Loughton Town Council is committed to making its website accessible, in accordance 
with the Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility 
Regulations 2018. 

Compliance status 
This website is not compliant with the Web Content Accessibility Guidelines version 
2.1 AA standard. The ‘non-compliances and exemptions’ are listed below. 

Non-accessible content 

The content listed below is non-accessible for the following reasons. 

Non-compliance with the accessibility regulations 
 
Images 

Some images do not have a text alternative, so people using a screen reader cannot 
access the information. This fails WCAG 2.1 success criterion 1.1.1 (non-text content). 

http://www.loughton-tc.gov.uk/Contact_2604.aspx
http://www.loughton-tc.gov.uk/Contact_2604.aspx
mailto:contact@loughton-tc.gov.uk
https://www.equalityadvisoryservice.com/
https://www.w3.org/TR/WCAG21/
https://www.w3.org/TR/WCAG21/
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When we publish new content, we will make sure our use of images meets 
accessibility standards. 

General PDF files 

There are PDFs on this website which are not exempt from the regulations, but which 
do not currently comply with them. These PDFs generally contain readable text content 
but have not been tagged or formatted to raise their accessibility up to the required 
standards. These PDFs therefore typically fail the following WCAG 2.1 success criteria: 

• 1.1.1 (non-text content), where the PDFs contain images which do not have alternative 
text specified 

• 1.3.1 (info and relationships) and 2.4.6 (headings and labels), where the PDFs do not 
have tagged heading structures 

• 1.3.2 (meaningful sequence), where the text in PDFs has been created in floating text 
boxes (e.g. using desktop publishing software) and no reading order has been 
specified 

• 1.4.3 (contrast (minimum)), where text may have been created in a colour which does 
not contrast enough with its background colour 

• 3.1.1 (language of page), where PDFs have not had a language specified in them – 
please read all such PDFs as UK English 

There may also be PDFs which currently fail success criterion 1.4.5 (images of text), 
where they contain scanned text which may not have been converted to computer-
readable text. 

All documents which are not accessible can be made available, upon request, with the 
content in an accessible format. 

Disproportionate burden 

Navigation and accessing information 

There is no way to skip the repeated content in the page header (for example, a ‘skip 
to main content’ option). 

It is not always possible to change the device orientation from horizontal to vertical 
without making it more difficult to view the content. 

It is not possible for users to change text size without some of the content overlapping. 

Content that’s not within the scope of the accessibility 
regulations 

PDFs and other documents 

The accessibility regulations do not require us to fix PDFs or other documents 
published before 23 September 2018 if they’re not essential to providing our services.  
For example, we do not plan to fix any Committee Agendas or Minutes that pre-date 
this. We will ensure all future strategy documents are produced in an accessible way. 

http://www.legislation.gov.uk/uksi/2018/952/regulation/4/made
http://www.legislation.gov.uk/uksi/2018/952/regulation/4/made
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Any new PDFs or Word documents we publish will meet accessibility standards. 

What we’re doing to improve accessibility 

Council staff are being trained to produce their content accessibly in future. Work will 
be ongoing to convert documents on this website that fall within the criteria of the 
guidelines to make them accessible as soon as is practicably possible. 

Preparation of this accessibility statement 

This statement was prepared on 23 September 2020. It was reviewed on 11 February 
2026. 

This website was last tested on 30 October 2025. The test was carried out by 
Loughton Town Council. 
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Agenda item 17 – Governance and Accountability  
17.1.1 Review of the Effectiveness of the System of Internal Audit 
 
17.1 Internal Audit 

This report forms part of the preparation work for the completion of Section 1 of the 
Annual Return, the Annual Governance Statement, (which will be considered at the 
meeting of the Council in May 2025) with cross reference to the appropriate wording 
from the ’Governance and Accountability for Local Councils - A Practitioners Guide 
(England 2025)’. 
 

17.1.1 THE EFFECTIVENESS OF THE SYSTEM OF INTERNAL AUDIT 
 The Council is required to carry out, at least annually, a review of the effectiveness of 

its system of internal audit and consider the findings.  This review is an integral part of 
continually improving governance and accountability.  The result of the review will form 
part of the review of the effectiveness of the system of internal control.  

 
The system of internal audit at Loughton Town Council (LTC) currently consists of: 
 
1. the appointment of internal auditors; 
2. a five-year strategic plan for Internal Audit for the period up to and including the 

financial year 2029/30 with the proviso that the Council may request specific work 
by the auditor should service levels change or issues arise; 

3. one visit from the internal auditors during the year, during which the auditors may 
have access to whatever records, documents etc they require; 

4. one visit after the end of the financial year when the year-end accounts have been 
completed, access as above; 

5. ensuring work covered during the visits is wide-ranging and includes checking the 
proper treatment of receipts and payments, bank reconciliations, payroll, petty 
cash, adherence to statutory requirements, financial procedures, systems and 
regulations, insurance, assets, risk management, budget setting and monitoring, 
and VAT; 

6. receipt of a report from the internal auditor after each visit, stating the areas 
covered and the findings, and making any necessary recommendations for change; 

7. sending a copy of the full report to all members of the Council; 
8. reporting any recommendations to the Resources and General Services 

Committee for consideration; and 
9. acting upon any decisions made by the Committee in respect of the 

recommendations. 
 
As detailed in the internal auditor’s reports, the work carried out by them in the last 
twelve months has included detailed reviews and inspections of: 
 
i. Accounting arrangements and bank reconciliations 
ii. Corporate governance 
iii. Review of expenditure 
iv. Assessment and management of risk  
v. Precept determination and budgetary control 
vi. Income controls 
vii. Petty cash account 
viii. Salaries and wages 
ix. Asset control, investments and loans 
x. Year-end procedures 
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The Committee is asked to review the effectiveness of the system of internal audit as 
detailed above.  

 
Notes: The Committee should base its review around the following areas and consider the 
extent to which the internal audit adds value and how well it helps with the delivery of the 
Council’s objectives: 

▪ Scope of the internal audit (as listed in items 1 – 9 and i – x above). 
▪ Independence of the internal auditors – currently, the Council employs Heelis 

& Lodge who are completely independent of the Town Council.  Reports are 
made in their own name, and they play no part in the Council’s management, 
control or decision making. 

▪ Competence of the internal auditors – Heelis & Lodge are a professional 
audit company with qualified auditors, long experience of local government and 
a good understanding of local councils. 

▪ Relationships – Heelis & Lodge have no input into other financial matters in the 
Council, e.g., accounting, financial statements, annual return (other than signing 
Section 4, Annual Internal Audit Report).  The roles of members, officers and 
internal auditors are clearly understood. 

▪ Audit planning and reporting – see point 2 above.  Detailed reports are 
submitted following each inspection. 
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Agenda item 17 – Governance and Accountability  
17.1.2 Review of the Effectiveness of the System of Internal Control 
 

 
Under the Regulations currently in force the Council is required to carry out, at least 
annually, a review of the effectiveness of the Council’s system of internal control and 
publicly report its findings.  The Town Council’s Annual Governance statement on the 
Annual Return has previously included the following statement: 

 
We have maintained an adequate system of internal control including measures 
designed to prevent and detect fraud and corruption and reviewed its effectiveness. 

 
This system of internal control is designed to manage risk to a reasonable level rather 
than to eliminate all risk of failure.  The system of internal control is based on an on-
going process designed to identify and prioritise the risks to the achievement of the 
Town Council's policies, aims and objectives, to evaluate the likelihood of those risks 
being realised and the impact should they be realised, and to manage them efficiently, 
effectively and economically.  

 
The system of internal controls currently in place includes: 
Appointment of a Clerk and Responsible Financial Officer  
Code of Conduct 
Standing Orders and Financial Regulations 
Review of internal audit arrangements and reporting 
Accounting systems and records 
Internal procedures 
Regular reporting to the Council and its committees on financial matters (including a 
councillor appointed annually to carry out informal financial checks) 
Budget setting, monitoring, control and reporting 
Risk management 
Asset management 
Insurance 
Review of financial limits in financial regulations and elsewhere 
Setting Council objectives and priorities 
External audit 
 

The Committee is asked to  
i. review the effectiveness of the system of internal control (line by line )as detailed 

above; and then  
ii. to agree the following statement of internal control.   

 
STATEMENT OF INTERNAL CONTROL 

 
1 Scope and Responsibility 

 LTC is responsible for ensuring that its business is conducted in accordance with the 
law and proper standards, and that public money is safeguarded and properly 
accounted for, and used economically, efficiently and effectively. 

 
 In discharging this overall responsibility, the Council is also responsible for ensuring that 

there is a sound system of internal control which facilitates the effective exercise of the 
Council's functions, and which includes arrangements for the management of risk. 

 
2 Purpose of the System of Internal Control 

 The system of internal control is designed to manage risk at a reasonable level rather 
than to eliminate all risks of failure to achieve policies, aims and objectives; it can 
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therefore only provide reasonable and not absolute assurance of effectiveness.  The 
system of internal control is based on an on-going process designed to identify and 
prioritise the risks to the achievement of the Council's policies, aims and objectives, to 
evaluate the likelihood of those risks being realised and the impact should they be 
realised, and to manage them effectively and economically. 

 
 The system of internal control has been in place at the Council for the year ended 31 

March 2026. 
 

3 The Internal Control Environment 
 The system of internal control is based on a framework consisting of the Code of 

Conduct, internal regulations (including but not limited to financial regulations) and 
administrative procedures.  It is further enhanced by the regular provision of 
management and financial information as appropriate to fit the Council's policy of 
delegation and responsibility.  The system is constantly monitored by members as well 
as officers within the Council.  In particular, the system incorporates:  

• comprehensive budgeting systems, project evaluation and management 
appraisal 

• regular reports of service delivery and project performance 

• preparation and dissemination of regular financial reports measuring actual 
expenditure against forecasts for both revenue and capital projects 

• regular review of such reports by officers, and by members in committee and full 
Council. 

 
Members to review line by line  

 
4 Review of Effectiveness 

The authority has responsibility for conducting, at least annually, a review of the 
effectiveness of the system of internal control.  The review of the effectiveness of the 
system of internal control is informed by the work of: 

• the Council and its committees, especially the Resources and General Services 
Committee 

• the Town Clerk/Responsible Financial Officer and other staff 

• the internal auditor 

• the external auditor 

• any other review agencies and inspectorates in their reports. 
 

Members to review line by line  
 
 

When agreed, the Statement of Internal Control will be incorporated into the end of year 
accounts. 
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Agenda item 18.2  
Risk Assessment and Management 
 
The Council is asked to carry out the annual review of its Risk Assessment and Management 
document. 
 
Members are reminded that the Council generally and members individually are responsible for 
risk management because risks threaten the achievement of policy objectives. 
 
The Council’s Risk Assessment and Management document was last reviewed in April 2025. 
The advice given in the Practitioners’ Guide is that as a minimum, at least once each year 
members must: 

• take steps to identify and update their record of key risks facing the Council;  

• evaluate the potential consequences to the Council if an event identified as a risk takes 
place; 

• decide upon appropriate measures to avoid, reduce or control the risk or its 
consequences; and  

• record any conclusions or decisions reached. 
 
The control measures already in place are detailed in the document provided on the following 
pages and the Council’s Financial Regulations.  Having identified the risk, the three main risk 
management tools the Council should consider are whether to: 
 
(i)  insure; 
(ii)  delegate; and/or  
(iii)  self-manage. 
 
Members to review line by line  
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Agenda item 18.2 /… Continued 
 
RISK ASSESSMENT AND MANAGEMENT 
 
                                                                                   

Nature of risk Risk(s) Identified  Probability 
Severity of 
impact 

Risk 
rating 

Control measures 

         
Probability/Severity of impact:       L=Low   M=Medium   H=High                                      Risk rating values:       1 = lowest, 9 = highest 
 

Councillors Acting illegally, criminally, improperly, 
without authority, breach of confidentiality, 
inappropriate behaviour 

L L-H 2 Councillors understand and receive 
training on the Code of Conduct 
Register of Interests need to be 
documented 
Declaration of personal and/or 
prejudicial interests 
Councillors understand and receive a 
copy of Standing Orders 
Officers advise if any proposed action 
would not be legal 

 Insufficient councillors to operate council 
due to unforeseen circumstances e.g. 
mass resignation, barred due to prejudicial 
interests, any other reasons 
 

L H 2 Seek advice/dispensation from EFDC 
Monitoring Officer in a timely manner. 
Officers maintain day-to-day activities 
through delegation. 
We have 22 Town Councillors.  

 Failure to complete/maintain/ update their 
Register of Interests/Gifts 
Failure to declare interests 

L-M M 3 Ensure all members are aware of their 
responsibilities, Councillors have a duty 
to declare any interest at the start of the 
meeting or when a conflict becomes 
apparent during a meeting. 
Training/information/guidance 
Maintain Registers/inform EFDC 
Monitoring Officer 
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Register of Members interests to be 
reviewed on an annual basis and 
updated as necessary. 

 Disorder/slanderous statements in public 
meetings 

L M 2 Effective chairing of meetings 
Standing Orders 
Code of Conduct 
Insurance (but does not cover all 
instances) 

 Insufficient notice given of meetings L M 2 Meetings are programmed and notices 
sent out in good time 
Meeting can be re-called if necessary 

 Improper claims for allowances/expenses L L 2 Formal scheme for payment 
Comprehensive claim form 
Multiple checks of the payment schedule 
by staff and councillors 
Obtain receipts 
Procedures for payment 

 Engagement by members in the operation 
and activities of the Town Council  

M H 4 Committees set priorities for matters 
within their control and review regularly. 
Attendance at Committee meetings is 
monitored. 

 Impact of public spending cuts M H 5 Ensure Council has sufficient general 
reserves should precept be capped and 
funding from sources becomes 
unavailable.   

 Lack of knowledge by Councillors on their 
role, responsibility and accountability  

M H 5 Councillors to participate on the training 
widely available from Council Wise / 
EALC / NALC.  Staff to issue any new 
Councillors with the code of conduct, 
standing orders and financial 
regulations.  

 Poor use of funds and not in accordance 
with residents wishes  

M H 5 Ensure transparency when spending 
public money.  Ensure website is up to 
date with financial assistance scheme 
spending, AGAR and payments over 
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£500.00.  If FOI is requested on 
spending deal with this in accordance 
with FOI policy. Residents encouraged 
to attend meetings. 
Manage any negativity on social media  

 

Corporate/ 
Strategic 

Legal action against the council 
Councillor or employee commits an 
offence against a member of the public for 
which the council is liable 

L L-H 2 Take all measures possible to protect 
council from legal action 
Seek legal advice 
Insurance against liability 
Legal expenses insurance 

 Health and Safety (all council activities, 
councillors, officers, members of public 
etc) 

M L-H 4 Health and Safety Policy 
Health and Safety Risk Assessments 
High level of health and safety 
awareness training 
Councillors and staff to attend training 
where necessary  
Regular inspections 
Preventative action 
Proactive maintenance 
Swift response to identified hazards 
Insurance: Public Liability, Personal 
Injury, Employer’s 

 Adverse public comment on council 
activities 

M M 4 Respond to major factual inaccuracies 
 

 Lack of engagement / knowledge of 
residents’ concerns and views 

L M 4 Display notices accordingly.  Update 
website, provide regular newsletters and 
operate accessible council offices  

 Users of council premises/facilities – 
unsuitable use, damage etc 

M M 4 Users and proposed use are checked 
Policies on acceptable use 
Conditions of hire, damage deposits 
Material damage insurance 

 Poor relationship with principal authorities M M-H 5 Maintain good lines of communication 
Attend meetings particularly if there is a 
local interest 
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 Projects fail leaving significant contingent 
liabilities 

L M-H 3 Project management, monitor projects 
Build-in checks to reduce the possibility 
of failure 
Mitigate the effects of failure 
Be aware of potential risk factors when 
commencing new projects, acquiring 
new properties, responsibilities, etc. 

 Lack of forward planning/council lacks 
sense of direction 

M M 4 Committees set priorities for matters 
under their control and carry out mid-
year review of these and when new 
items are proposed. 

Corporate/ 
Strategic 
cont'd 

Major disaster locally affecting the work of 
the council 

L L-H 2 Business continuity plan  
React as appropriate at the time 

 Failure to respond to consultations M M 4 Topic assessed for relevance, deadlines 
Put to meeting if possible or invite 
comments from members and ratify 
officer response. 
Acceptance that it is not always 
possible/desirable to respond to all 
consultations 

Meetings Failure to meet statutory requirements e.g. 
public access, notice and agendas, 
quorum, public minutes 

L M 2 Knowledge of requirements 
Agendas and minutes are produced in 
line with all legal requirements. 
Minutes are approved and signed at the 
next meeting unless there is a resolution 
to defer. 
Minutes and agendas are displayed 
according to legal requirements. 
Ensure they are met 
Training 
Ensure cover staff are available  
Advice from other agencies if necessary 

 Standing Orders do not meet 
council/statutory requirements 

L M-H 3 Regular review of Standing Orders 
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Revision if necessary to comply with 
legislation 
Business conducted at council meetings 
should be managed by the Chairman 
according to Standing Orders 

 Meeting location  L M 2 Meetings are held at Buckingham Court 
in the Chamber.   
 
All the premises and facilities are 
considered to be satisfactory from a 
health and safety, accessibility and 
comfort aspect for the Clerk, Councillors 
and any Public who attend.  

Precept Adequacy of precept  L H 3 Careful consideration of budgets at all 
stages. 
Ensure each committee monitors their 
budget information and spend.  Ensure 
detailed budgets are prepared in late 
Autumn. 
Figure of precept recommended by RGS 
Committee in November. 
Figure determined by Council meeting in 
January  
 

 Precept claims not submitted L H 3 Town Clerk ensures claim is submitted 
to EFDC within legal time limits 
 

 Precept not paid L H 3 Note the estimated date of submission 
and officers check bank statements to 
ensure payment received and follow up 
with EFDC  

Finance Fraudulent use of council funds (officers 
or members) 

L H 3 Financial Regulations covering all 
council financial activities 
Tight controls on financial transactions 
Internal audit checks 
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Additional councillor checks on finance 
Fidelity Guarantee insurance - level 
reviewed annually 

 Insurance adequacy, cost, compliance, 
fidelity Guarantee  

L H 4 Annual review is undertaken of all 
insurance arrangements in place.  
Employers Liability, Public Liability and 
Fidelity Guarantee are a statutory 
requirement. 

 Insufficient funds for council’s desired 
activities 

L M 2 Budgeting process accounts for future 
cost of existing commitments and 
desired growth items.  Budgets cover a 
3-year forecast and increases in line with 
inflation. 
Budgets are set on a prudent basis 
Compliance with reserves policy to 
ensure adequate levels of reserves are 
maintained to deal with unforeseen 
items of reasonable cost 

 Committees overspend budgets L M 2 Income and expenditure are monitored 
and regular reports made to spending 
committees. 
With agreement of Council, virement of 
funds agreed where appropriate  

 Fees and charges for council facilities set 
too low 
 

L M 2 Annual review of fees and charges in 
line with inflation for most services. 

 Unexpected financial liability arises 
 

L M-H 3 Maintain adequate general reserves 
 

 Council overspends and goes into deficit L H 2 Monitoring of funds 
Corrective measures 
Ensure regular review of general 
reserves  
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 Amount of money in general reserves 
departs from (above or below) level 
specified in Financial Regulations 

M L 2 Review general reserves annually when 
setting the amount of the precept. 
Monitor the balance sheet for breakdown 
of general reserves and ear-marked 
reserves  

 Excessive/insufficient earmarked reserves L L 1 Report amounts in earmarked reserves 
annually with end-of-year reports to 
spending committees 
Maintain earmarked reserves for 
anticipated projects or requirements 
Consider earmarked reserves when 
setting budgets 

 

Finance cont’d Expenditure made outside legal power 
(including grants) 

L H 3 Officers identify if any proposed 
expenditure would not be legal 
Legal powers are identified for each 
grant’s application and expenditure item 

 Insufficient Councillors available for 
approving BACS payments 

L H 2 Ensure adequate numbers of Councillors 
are approved signatories and confirm 
availability 

 Proper accounting records not maintained L H 3 RFO appointed, responsible for records 
Financial Regulations 
Documented procedures 
Internal audit and checks 

 Poor security of investments L H 3 Investment policy 
Training 
Monitoring guidance from Audit 
Commission, CIPFA & FSA 

 Low returns on investments M-H 
 

M 5 Budget preparation  
Investment policy 
Prudent reserves policy to ensure 
services maintained 
Continual review of investment placing 
and interest rates 
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 Inadequate financial checks M-H H 5 The Council has financial regulations 
which set out the requirements for 
electronic banking, cheques and internal 
audit.  The Council has also implemented 
a financial check carried out by one 
councillor each quarter.  
Members of the RGS committee also 
check the bank reconciliations at each 
meeting from the previous month  

 Cash – loss through theft or dishonesty  L M 4 Monthly reconciliation prepared by RFO 
and checked by the Chairman of the 
Parish Council. Two signatories on 
cheques and online authorisation 
 
Internal and external audits undertaken. 
 
Any financial obligation must be resolved 
and clearly minuted before any 
commitment. This usually takes place at 
Finance and Asset Committee meetings. 
All payments must be detailed in the 
Financial Reports presented to 
Committees and Full Council. The Clerk 
has delegated authority to pay invoices 
up to £1,000 prior to meeting approval. 
 
The Chairman countersigns all invoices 
for payment prior to online authorization.  
 
The Council no longer use LGAs137 as 
they have adopted the General Power of 
Competence. 
 

 Election costs – Risk of election cost M H 5 Risk in an election year. 
There are no measures which can 



Resources and General Services Committee 11 February 2026 
___________________________________________________________________________ 

 

61 
 

be adopted to minimise risk of 
having a contested election. Council has 
an EMR fund which is added to each 
year to cover the cost of a by-election.  
 

 Reclaiming and charging VAT L M 3 The Council has financial regulations 
which set out the requirements. VAT is 
recovered quarterly.  RBS Omega will 
not allow submission without the VAT 
number.  
Checks to be conducted quarterly to 
ensure the correct level of VAT is being 
claimed 

 Annual Return  M H 4 Annual return is completed and signed 
by the Council, submitted to the internal 
auditor for completion and sent to the 
external auditor within the time limit.  
RFO prepares a timetable for 
submission.   

 Items purchased without carrying out the 
formal tendering process 

M H 4 Councillors to follow the financial 
regulations when conducting tenders. 
Ensure 3 quotes are obtained when any 
tender that exceeds amount set in 
financial regs 

 Payments made without prior approval  M H 5 Ensure payment lists are checked by 
RFO before being submitted to 
Councillors for approval.  Councillors 
should then check each payment against 
the invoice to ensure no errors in 
accounting.  

Council offices 
and admin 

Total destruction, fire, break-in, flood 
Adverse action by third parties 

M H 5 Fire and security precautions 
Business Interruption and Buildings 
insurance 
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 Short term failure of supply of power, 
water, telephones, broadband, etc 

M M 4 Close office for duration of interruption if 
necessary. Staff encouraged to work at 
home.  

 Council records  M M 4 Papers both current and archived will be 
held in the Town Council offices.  Keys to 
the offices are held by all staff members.   

 Complete computer failure / loss of data L H 3 Modern equipment used – rolling 
programme of maintenance/replacement 
Daily back-ups kept on-and off-site 
Move to cloud-based system in due 
course 
Regularly review of maintenance contract  

 Illegal (external) access to computers 
 

M H 5 Security systems in place 

 Improper use by employees L M 2 Security systems 
Disciplinary rules and procedures 
IT acceptable use policy adopted by 
RGS 11.02.26 

 Failure to respond to request made under 
Freedom of Information Act 2000 

L M 2 Maintenance of FOI Act Publication 
Scheme 
Procedure for dealing with requests 
Information Management Policy and 
procedures; good document control 

 Infringement of Data Protection Act 1998 
and General Data Protection Regulations 
to be implemented on  
25 May 2018. 

L M 2 Notification to Information Commissioner 
Procedures for dealing with information 
Training 

 Breach of GDPR M H 4 Privacy policy published on the website.  
Data Protection audit undertaken and 
action taken where appropriate.  
Registration up to date with the ICO. 

Other council 
premises and 
facilities 

Destruction e.g. fire, flood, break-in etc 
Adverse action by third parties 

M H 5 Appropriate security and fire precautions 
Buildings insurance 
Business Interruption insurance 

 Physical deterioration M M 4 Regular inspection and maintenance 
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Improvements as required 
Adequate budgets for necessary work 

Physical 
Assets 

Council unaware of its assets L H 3 Maintenance of Asset Register; 
(minimum) annual review 
Ensure new purchases are recorded on 
the asset register  

 Loss or damage M M 4 Protection measures where possible 
Annual and rolling programme of 
maintenance/improvements 
Insurance where appropriate 
Adequate funds for “self-insured” items 
Asset register kept up to date 

 Over- or under-insurance or no insurance L M 2 Annual insurance review (see insurance 
file for details) 
Insurance adjusted in respect of 
acquisitions and disposals 
Insured with reputable company 

 Loss of, damage to, abuse of civic regalia L M 2 Insurance 
Maintenance of items 
Instructions as to protocol, security etc 

 Loss of legal documents e.g. property 
deeds 

L M-H 3 Kept in locked container in office 
Restricted access, lists of contents 

Employees All staff absent from office due to 
unforeseen circumstances (short term) 

L M 2 Maintain adequate staff cover  
Staff can work from home which was 
implemented following COVID  
 

 All staff absent from office due to 
unforeseen circumstances (long term) 

L H 3 Respond as appropriate at the time 
 
Staff can work from home which was 
implemented following COVID 
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 Long-term absence or death of key officer L M-H 3 Adequate staffing to allow cover by other 
officers of essential tasks; revision of 
task priorities 
Well documented procedures 
Employment of temporary staff 
Ensure at least one other staff member is 
CilCA qualified for cover if the Clerk is 
absent for a long period 

 Staff establishment unsuitable for council 
requirements 

M M-H 5 Regular staffing review  

 Staff acting outside council 
instructions/policies 
Incompetent staff 

L L-H 2 Supervision of work 
Standing Orders and Financial 
Regulations lay down certain 
requirements 
Training 

 Non-compliance with legal requirements L L-H 2 Awareness of legislation (officers and 
members) 
Membership of relevant bodies for advice 
etc 
Training 

 Legal action against council L M-H 3 Policies and procedures in place 
 

 Resignation of staff members  M M-H 3 Ensure adequate job descriptions are up 
to date to enable job adverts to be 
created and advertised quickly 
2-3 months’ notice to be implemented for 
more senior staff members  
Ensure plan in place for any existing staff 
to cover certain roles as appropriate  

All Risks More detailed level than included in this 
assessment.  Risk Assessments are 
covered in detail for each Risk identified 
by the Council. 

Various Various  More detailed risk assessments carried 
out by officers and subject to regular 
reviews 
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Agenda item 20 
Fixed Asset Register  
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Agenda item 20 continued 
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Agenda item 20 continued 
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Agenda item 20 continued 
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Agenda item 23 
Lamp Light of Peace in Remembrance   
 

 

 
 
 
Dear Previous Participant,                                                                                                     January 2026 
 
RE: LAMP LIGHT OF PEACE IN REMEMBRANCE 11AM - 11 NOVEMBER 2026 
 
Each November we gather in shared silence and witness names read out, carved tenderly in 
stone. We are summoned to more than mourning, rather to see the possibly of enduring peace. 
 
To remember is to recognise the humanity within each story: the hope of a soldier’s distant gaze, 
the echo of a mother’s lament, the innocence lost to a child’s vanished world. War is not the work 
of nameless nations, but of individuals; and it is here we find the seeds of peace, growing stronger 
through each of our memories. 
 
As we remember, let the 'flame of peace' also be passed between us, hand to hand - its light 
illuminating the lives once lived, but the promise of a future yet unwritten. As the voices of those 
who have gone before fade into history, it is our responsibility to honour their sorrow and respond 
with hope to the wounds that conflict leaves behind. 
 
In a world often frayed at the edges, remembrance serves as our guiding star, so let us not only 
reflect on the past but also look to the future as we join across the land at 10.57am on November 
11th 2026, as we light the Lamp Lights of Peace throughout the United Kingdom, Channel Islands 
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and the Isle of Man. 
 
This will be a symbol to guide us all as we step into the future with courage and hope for our fragile 
and beautiful world. Let these Lamps burn brightly, as an emblem of our shared commitment to 
peace in this troubled world of ours. 
 
Details of the Lamp Light of Peace and its associated activities can be viewed and obtained from 
the attached Guide To Taking Part as well as going to www.lamplightofpeace.com. The colour red 
represents the supreme sacrifice made by so many, many millions during WWI and WWII, with the 
flame - 'the light of peace that emerged from the dreadful darkness of war’. 
 
We are planning that this event will become and annual occasion on our Day of Remembrance - 
(11th November) -throughout our Nation, and other countries around the world, growing in size, 
stature and meaning, bringing  people, families and communities of the world together in 
common commemoration of those that gave so much to secure the peace we enjoy today, and 
promote and encourage everlasting peace. 
 
One of the overall aims of this event, is to encourage the involvement of young people, especially 
as they are the 'peace makers' of the future. 
 
“As the embers of past conflicts linger beneath our common life, remembrance becomes not 
merely a gesture, but a solemn vow.” 
 
So with the above In mind, we would like to encourage those that already have Lamp Lights of 
Peace, to relight them again at 10.57am on 11th November 2026, and those that do not already 
possess them, we urge you go to page 9 of the Guide to see how they can be obtained, and once 
purchased for this occasion, they can be used for many years to come. 
 
From the Guide, you will see how you can take part in the other aspects of this event - pages 6 
(The Youth Prayer for Peace), 7 (The Prayer for Peace), 10 (The Flag of Peace throughout the 
Nations), and those participating will receive a copy of the Certificate shown on the back page, 
along with further information nearer the time. 
 
IMPORTANT PLEASE: If you do wish to support this unique and special occasion in one or more 
ways, please remember to register your involvement - see page 15, enabling us to keep you 
updated with progress etc. 
 
We do hope that you enjoyed your involvement in VE Day 80 and D-Day 80, as well as other 
previous historic occasions such as our late Queen Elizabeth II’s Jubilees etc, and will want to 
play an important role in this promotion of peace throughout our world on 11th November 2026 
and beyond. 
 
My warmest regards as always, 

   

http://www.lamplightofpeace.com/
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